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A Distributed Matrix Factorization Model with Adjustable User Privacy for
Cloud Service QoS Prediction

XU Jian-Long LIN Jian XIONG Zhi

(Department of computing, Shantou University, Shantou 515063)

Abstract  Personalized quality of service (QoS) prediction is an important part of building high-quality
cloud service system. Traditional collaborative filtering method based on centralized training mode is
difficult to protect user privacy. In order to effectively protect user privacy while obtaining highly accurate
prediction effect, in this paper, a distributed matrix factorization model with adjustable privacy (DMF-AP)
for QoS prediction of cloud services is proposed. This model allows users to participate in model training by
sharing model parameters, and can meet the privacy protection requirements of different application scenarios
by adjusting the proportion of shared model parameters. In this model, a local model initialization protocol
is proposed to further guarantee the security of user privacy. Experimental results show that the proposed
method can effectively relieve the pressure of centralized storage and user privacy disclosure, and maintain

the original prediction accuracy while protecting user privacy.
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Background

With the development of cloud computing technology, more
and more cloud services appear on the Internet. Users can
call these cloud services according to their needs to build high-
quality cloud computing application system. However, with
the exponential growth of the number of cloud services, a
large number of candidate services with equivalent or similar
functions arise at the right moment, such as Google, Amazon
and other Internet companies use their cloud platforms to provide
developers with tens of thousands of cloud services. In order to
select the most appropriate service from many candidate services
to meet the personalized needs of users, the non-functional
attribute of cloud services, namely quality of service (QoS), has
become the main index of concern.Users can judge the quality of
cloud service by obtaining its QoS value (including throughput,
response time, reliability, etc.) after calling the cloud service,
so as to screen the appropriate service. However, it would be
costly for a user to call all the services each time and then sort
their QoS values to select the optimal QoS value. In order
to solve this problem, an effective method is to collect a large
number of historical QoS data of users’ calls to cloud services,
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and predict the QoS value of unknown cloud services on this
basis.At present, many scholars have adopted the QoS prediction
method based on collaborative filtering. In order to obtain
more accurate QoS value, many scholars have integrated factors
such as geographical location, time information and context
information on the basis of traditional methods to build a more
superior prediction model.

To address this problem, a number of solutions have been
proposed in the literature, such as the use of obfuscated data
methods, cryptographic methods, anonymisation techniques or
locally sensitive hashing techniques all of which can protect
user privacy to some extent. However, most of these methods
use a centralised training approach. Although these methods
can accurately estimate the unknown service QoS values, but
there are still many problems as follows: (1) the traditional
centralized training approaches require higher storage costs
because centralized training approaches require central cloud
servers to collect and model decentralized raw user data, but the
proliferation of users and cloud services generates millions of
QoS values that will add to the pressure on cloud-centric data
storage. (2) Centralized storage of raw data has a high privacy
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risk, because third parties may use the collected user data to
infer personal information or resell user data to other enterprises
for profits. (3) The promulgation of relevant laws makes it
more difficult to collect user data. For example, the General
Data Protection Regulation (GDPR), which has strict regulations
on the collection and use of user data, requires enterprises or
organizations to collect and process only the minimum amount
of personal information for specific purposes, which undoubtedly
brings challenges to centralized data storage. In addition, for
distributed users, in the process of training model, if share
the raw data, high privacy, if share model weights or gradient
parameters, can reduce the risk, but difficult to weigh the share
parameters and the prediction precision, therefore need to be
adjusted to the degree of privacy in different scenarios of ability.
To effectively address these two issues, we propose a distributed,
matrix decomposition model with adjustable privacy levels. The
model is distributed, with user data and model training being
local. Users do not need to upload data to a third party, but
only need to exchange local model parameters with the third
party, thus improving the prediction accuracy of the model.

In particular, the number of model parameters exchanged is
adjustable, which helps the model to balance user privacy and
prediction accuracy.

To effectively address these two issues, this paper propose a
distributed, matrix decomposition model with adjustable privacy
levels. The model is distributed, with user data and model
training being local. Users do not need to upload data to a third
party, but only need to exchange local model parameters with
the third party, thus improving the prediction accuracy of the
model. In particular, the number of model parameters exchanged
is adjustable, which helps the model to balance user privacy and
prediction accuracy.
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